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HucTpykuus
110 3aNyCKy H 0GHOBJIEHHI0 AHTHBHPYCHOTO NPOrPaMMHOr0 obecneueHus
npu goctyne k cetd Murepuer 8 MBOY BCOII

B KayecTBE WMCTOYHMKA Yrpo3 MH(OOPMAI[MOHHOHM 0€30MacHOCTH MOXET BBICTYNAaTh
yesI0BeK JIMO0 IpyIna JiEojeH, a TakKe HEKHe, HE3aBHUCSIIHE OT AeATEIbHOCTH YeI0BeKa,
niposiBiienns. VICXo/1s U3 3TOTO, BCe MCTOYHHKH YTPO3 MOXKHO pas/eUTh Ha TPH TPYIITIBL:

o Yenoseuecknii paxrop. [lanHas rpynna yrpo3 CBsizaHa ¢ ICHCTBHAMH Y€IIOBCKa,
MMEIOMIEr0 CAHKIMOHMPOBAHHBIA WIM HECAHKIMOHMPOBAHHBIA JOCTYN K
uH(OpMaIMK. YTpo3sl 9TOU IPYIIIbl MOKHO PasJeuTh Ha:

e GHewHue, K HUM OTHOCSATCS JeWCTBUS KHMOEp-TIPECTYIIHHKOB, XaKepOB,
MHTEPHET-MOLICHHUKOB, HEI0OPOCOBECTHBIX MAapTHEPOB, KPUMUHAIBHBIX
CTPYKTYP.

o GHymMpeHHue, K HAM OTHOCSTCS NEMCTBHS NEPCOHANA KOMIIAHWH, a TAKKe
[OJB30BaTeNel JOMAIDHUX KOMIBIOTEPOB. JIeHCTBUS JaHHBIX JHOAEH
MOT'YT OBITh KaK yMBIIICHHBIMH, TaK U CITy4aiHBIMHU.

« Texuugecknii paxrop. DTa rpynna yrpos cBi3aHa ¢ TEXHUYECKAMH NPOOIeMaMu
— (u3MYECKOe M MOPATbHOE YCTAapEeBaHHE HCTIONB3YIOWIErocs 000pyI0BaHMS,
HEKaueCTBEHHBIE NPOrpaMMHBIE ¥ almapaTHele CpeacTBa  0OpaboTKy
uHpopMaimu. Bee 3TO NPUBOAMT K OTKasy OOOpYAOBaHHMA M 334acTyiO NOTEPH
uHpOpMALIUH.

o Cruxuiinbiii ¢axrop. Drta rpynma yrpos BKIIOYaeT B ce0s MPUPOIHEIC
KaTaKJIU3MBI, CTHXUMHBIE GeaCTBHSA M mpoure $Hopc-MaKOpHBIE 0OCTOATENLCTBA,
HE3aBUCAIIUE OT JEITEILHOCTH JIFOIEH.

Bce Tpu HCTOYHMKA yrpo3 HEOOXOMMO 00s3aTeNbHO YYMTHIBATH IIPH pa3paboTke
CHCTEMBI 3alIUThl HHHOPMALMOHHOM 6€30MacHOCTH.

Pa3BUTHE COBPEMEHHBIX KOMIIBIOTEDHBIX TEXHOJIOTMA ¥ CPEACTB CBA3H JAe€T
BO3MOXHOCTb 3J10yMBIIUIEHHUKAM UCTIONB30BaTh pas3Iu4yHbIE UCTOYHUKHA
pacmupocTpaHeHus yrpos:

WnTepHET

Ino6ansHast ceTh VIHTEpHET YHHKAIBHA TeM, YTO He SBISETCS YbEH-TO COOCTBEHHOCTBIO
¥ He WMeeT TePPHTOPMANbHBIX IPAHMIl. JTO BO MHOTOM CIIOCOOCTBYET PasBHUTHIO
MHOTOYHCIICHHEIX BeG-pecypcoB u oOmeHy unHdopmarnmei. Ceiuac mo0Go# dHenoBek
MOXeT MOJMY4HTh JOCTYN K JAHHBIM, XpaHSIuMCs B WHTepHeTe, WM CO3/aTh CBOH
coOcTBEeHHBIH BeO-pecypc.

OmHAKO STH K€ OCOOEHHOCTH TIIO0AJBHOM CETH MPEIOCTABISIOT 3JI0YMBIIIIEHHMKAM
BO3MOXKHOCTh COBEpINCHHS INpecTyIUIeHui B VIHTepHeTe, MpU 3TOM 3aTPyAHAS HX
o0OHapy)XeHHE 1 HaKa3aHHe.



37I0yMBIIUIEHHUKH Pa3MEIaloT BUPYChl M JPYTHE BPEILOHOCHBIE MPOrpaMMbl Ha BeO-
pecypcax, "MackuUpyrT" HUX IMOJ IOJIe3HOEe U OeCIUIaTHOE MpOrpaMMHOE OOecIeueHHe.
Kpome TOro, CKpumnThl, aBTOMaTUYECKH 3aIyCKA€Mble NPH OTKPHITHH BEO-CTPAHULBL,
MOTYT BBIIIOJIHATH BPEAOHOCHBIE JEHCTBHS HA BAalllEM KOMIIBIOTEPE, BKIIIOUasl U3MEHEHUE
CUCTEMHOIO pPEeCTpa, Kpaxy JIMYHBIX JAHHBIX M YCTaHOBKY BpEJOHOCHOTO
IPOrpaMMHOI0 00ecrieueHusl.

Hcnone3ysl ceTeBble TEXHOJIOTHH, 3JI0YMBINIJICHHUKN PEAM3YIOT aTaKu Ha yIaJCHHBIE
YACTHBIE KOMIIBIOTEPHI U CEpBEpa KOMIIAHUN. Pe3yabTaTOM TakMX aTak MOJYKET SIBIATHCS
BBIBEJICHUE pecypca M3 CTpOs, IOJY4YeHHE IIOJIHOIO JOoCTyma K pecypey, a,
CJIeIOBaTENbHO, K MH(GOpPMAlLMM, XpaHAIIEMCS Ha HEM, HCIOJb30BaHUE pecypca Kak
4acTH 30MOU-CETH.

B cBA3M ¢ NOSIBIEHMEM KPEOUTHBIX KapT, JIEKTPOHHBIX JIEHEI W BO3MOXKHOCTBIO HX
UCMOJIb30BaHUA yepe3 VHTepHeT (MHTEpHET-Mara3uHbl, ayKIHOHBI, IEPCOHAJIbHBIC
CTpPaHMLIBI OAHKOB W T.1.) HHTEPHET-MOIIEHHUYECTBO CTAJIO OJHMM W3 Haumbojee
pacupoOCTPAHEHHBIX MIPECTYIIICHUM.

HNurpaner

WHTpaHeT — 3TO BHYTPEHHSISI CETh, CIELMAIBbHO pa3pabOTaHHAsl MJs yIpaBiIeHUs
uH(popMalred BHYTPH KOMIAHUM WK, HAIPUMEP, YaCTHOM JoMaluHed ceTu. MHTpaHeT
SIBJISICTCS] €TUHBIM POCTPAHCTBOM ISl XpaHEHHsI, 0OOMEHa U J1ocTyna K HHpOpMaluu Jis
BCEX KOMITbIOTEepOB ceTu. [loaTomy, ecnu kakoi-mubo M3 KOMIBIOTEPOB CETH 3apa)<eH,
OCTaJIbHbIE KOMIIBIOTEPHI MOJBEPTalOTCsI OTPOMHOMY PHUCKY 3apaxkeHus. Bo m30Oexanue
BO3HUKHOBEHHUS TaKUX CUTyallMi HEOOXOIMMO 3alMIIATh HE TOJBKO MEPUMETP CETH, HO
Y KaX]IbIl OTAEIbHBIN KOMIIBIOTED.

JJIeKTPOHHAS MOYTA

Hanuuue noyToBBIX NPUIIOKEHUN NMPAKTUYECKH HA KAKIOM KOMIIBIOTEpE, a TaKXKeE TO,
YTO BPEAOHOCHBIE IIPOTPAMMSBI ITOJHOCTBIO HCIOJIB3YIOT COIEPKUMOE 3IIEKTPOHHBIX
aJIpeCHBIX KHUT JJISl BBISIBICHUS HOBBIX JKEPTB, 00ecreunBaeT OJaronpusTHbIE YCIOBHS
JUIl  paclpoOCTpaHEHUsi BpPENOHOCHBIX nporpamm. llosmb3oBarens  3apa)x€HHOTO
KOMIIBIOTEpPA, CaM TOTO HE IIOAO03PEBas, PacChbUIACT 3apaKCHHBIC IMCbMA aJapecaram,
KOTOpBIE B CBOIO OYepeab OTIPABISAIOT HOBBIE 3apakeHHbIE IUcbMa U T.J. Hepenku
clly4yad, KOrjJa 3apa)KeHHbIM Qaill-JOKyMEHT IO NpUYMHE HEIOCMOTpa IMOMajgaeT B
CIIUCKU PACCBUIKM KOMMeEpYecKoW HH(popMaluu Kakoh-nuOo KpymHoOW kommnaHuu. B
3TOM CIIy4ae CTPaJaloT He ISATh, @ COTHU WJIM JIaXKe THICSYM a0OHEHTOB TAKHX PACCHUIOK,
KOTOPBIE 3aTeM Pa30oLUIIOT 3apakKeHHbIe (paliiIbl AecATKaM ThICS4aM CBOMX aOOHEHTOB.
[TomuMO yrpo3sl NMPOHUKHOBEHHUS BPEIOHOCHBIX IpOrpamM, CYUIECTBYIOT Mpobiema
BHEILIHEW HEXKelaTebHOW IMOYThl pEeKJIIaMHOro xapakrtepa (cmama). He sBussch
VMCTOYHUKOM IPSIMOU YIpO3bl, HEKEJIaTeIbHas KOPPECIIOHACHIINS YBEIMYUBAECT HArPY3KY
Ha IOYTOBBIE CEPBEPA, CO3/IAET JOMOIHUTENbHBIN TpadHK, 3acOpSeT MOYTOBBIM SIIMK
M0JIb30BATENS, BEJET K MOTEpe pabouero BpeMEeH! U TeM CaMbIM HaHOCUT 3HAYUTENIbHbBIN
(MHAHCOBBIA YPOH.

Takxe BaXHO OTMETUTH, YTO 3JIOYMBIIIJICHHUKN CTAJIM HMCIOJIb30BaTh TAK HAa3bIBAEMBbIE
CIIAMEpPCKHE TEXHOJIOTMM MAacCOBOTO pAaCIpPOCTPAHEHUS M METOAbl COIMAIBHOTO
WH)XKUHUPHUHTA, YTOOBI 3aCTaBUTh TOJIH30BATENS OTKPBITH MUCHMO, IEPEHTH 10 CCBHUIKE U3
IIMCbMAa Ha HEKUM MHTEpHET-pecypc W T.I. M3 3TO0rO cieayer, 4ro BO3MOXKHOCTH
bunbTpanuu crnaMa BaXKHbl HE TOJBKO caMU MO cede, HO W JUIsl MPOTUBOACHCTBUS
HEKOTOpPHIM HOBBIM BHJIaM MHTEpPHET-MOIIEHHUYECTBa (Hampumep, QUILMHTY), a TaKkxKe
PacIpOCTPaHEHHUIO BPEIOHOCHBIX IIPOrPaMM.

Cbemuble HOcUTEH MHGOPMALMHU



Cwemubie HOCUTENN — MUCKeThl, CD-nucku, (ieni-kapThl — MHUPOKO UCTIOIB3YIOTCS IS
XpaHeHUs U nepefayr HHPopMaIuu.

[Ipu 3amycke (aiina, comepxamiero BPEAOHOCHBIM KOJA, CO ChEMHOTO HOCHUTENS BBI
MOXET€ TOBPEAUTh JAHHBIC, XpaHSIIMECS Ha BalleM KOMIIBIOTEpe, a TaKke
pacIpoCTpaHUTh BUPYC Ha IPYTUe IUCKH KOMIBIOTEPA UM KOMIIBIOTEPHI CETH.

Buawbl yrpos

Yepeu (Worms)

JlanHasi kaTeropusi BPEJAOHOCHBIX TMPOTpaMM Uil PACHpOCTPaHEHHsS HCHOJIb3YET B
OCHOBHOM YSI3BUMOCTH ONEPALIMOHHBIX cucTteM. Ha3zaHuwe 3Toro kiacca ObUIO JaHO
UCXOJs M3 CIOCOOHOCTHM depBed 'mepenon3aTe' ¢ KOMIBIOTEpAa Ha KOMIIBIOTED,
UCIIOJNIb3Ysl CETH, DJEKTPOHHYIO MOYTYy M JApyrue HHPOpPMAIMOHHBbIE KaHaIbl. Takxke
Omarojgapss STOMY MHOTHE 4YepBU OOJAAAIOT JIOCTATOYHO BBICOKOM CKOPOCTBIO
pacnpoCcTpaHEHusl.

UepBU NpOHUKAIOT HA KOMIIBIOTEP, BEIYUCISIOT CETEBBIC aJipeca JPYrUX KOMITbIOTEPOB U
pacchlIalOT IO OSTUM aJpecaM CBOM Komud. [lOMUMO CeTeBBIX aJpecoB YacTo
UCIOJIb3YIOTCSI JJAaHHBIE AJPECHON KHUTM MOYTOBBIX KiIMeHTOB. IIpencraBurenu 3toro
KJlacca BPEIOHOCHBIX MPOrpaMM MHOTAA CO3/aloT padbouue (ailiibl Ha TUCKAX CUCTEMBI,
HO MOTyT BooOIme He oOpamarbcs K pecypcaM KOMIbloTepa (3a HUCKIIOYECHUEM
OTIEpAaTUBHOM MaMSITH).

Bupycwer (Viruses)

[TporpamMmbl, KOTOpBIE 3apa’kalOT APYrue MporpamMmbl — JO0OaBISIOT B HUX CBOM KO,
4TOOBl TOJNYYUTH VIpPaBIEHHWE TPU 3aMyCKe 3apakeHHBIX (QailioB. DTO mpocToe
OTpe/IeNIEHNE JaeT BO3MOKHOCTh BBISIBUTH OCHOBHOE JIEWCTBHE, BBIIOJIHSAEMOE BUPYCOM
— 3apadicenue.

Tpoanckue npocpammot (Trojans)

[Tporpammsl, KOTOpBIE BBITIOJTHSIOT Ha MOpPaXKaeMbIX KOMIIBIOTEpaX
HECaHKLIMOHUPOBAHHBIE MOJb30BaTENIEM JIEUCTBUS, T.€. B 3aBUCHMOCTH OT KaKHX-THOO
YCIIOBUW YHUYTOXKAIOT WH(POPMAIMIO Ha JMCKAaX, MPUBOJAT CHUCTEMY K '3aBHCAHHIO'",
BOPYIOT KOHOQUICHIMAIbHYIO HHpOpManmuio u T.0. JlaHHBI KJacC BPEIOHOCHBIX
IpOrpaMM HE SIBJISIETCSl BUPYCOM B TPAJAMIIMOHHOM NMOHMMAaHHMM 3TOrO T€PMHHA (T.€. HE
3apa)kaeT JIpyrue MNporpaMMbl WM JaHHbIE); TPOSHCKHWE MNPOrpaMMbl HE CIOCOOHBI
CaMOCTOSITEIBHO IIPOHUKATh Ha KOMIIBIOTEPBI u pacipoCTPaAHSIOTCS
3MOYMBINIJIEHHUKAMHU TI0J] BUJOM '"Tosie3Horo" mporpammHoro obecriedenus. [lpu stom
Bpe/, HAHOCUMBIM MMH, MOXKET BO MHOTO pa3 MPEBBIIIATH MOTEPU OT TPAAUIIMOHHOMN
BUPYCHOU aTakH.

B nocnennee Bpemsi Haubosiee pacpOCTPAaHEHHBIMU THUIIAMH BPEIOHOCHBIX MPOrpamwm,
NOPTAUIMMHU KOMITBIOTEPHbIE JaHHbIE, CcTanu 4epBH. Jlamee Mo pacnpoCTpaHEHHOCTH
CIEyIOT BUPYChl M TPOSIHCKHE HporpaMMbl. HekoTopble BpenoOHOCHBIE HPOrpaMMBbI
COBMEIIAIOT B ceOe XapaKTepUCTUKH JBYX WU JaKe€ TPEX U3 MEPEUUCIIEHHBIX BBIIIE
KJIACCOB.

Ilpozpammur-pexnamot (Adware)

[Iporpammublii  K0j, 0€e3 Bexoma TOJIB30BATENs BKIIOYEHHBIH B IMPOrpaMMHOE
o0ecrieueHre C II€NbI0 JEMOHCTPAlMM peKIaMHbIX OOBsBiIeHud. Kak mpasuio,
POrpaMMbI-pEeKJIaMbl BCTPOCHBI B MPOrPaMMHOE OOecredeHue, pacrnpocTpaHstonieecs
OoecrmatHo. Pekniama pacrnonaraercas B paboyem wuHTepdeiice. 3ayacTyio JIaHHbBIE
IpOTpamMMBbl TaKKe COOMPAIOT M TMEPENpaBiIAIOT CBOEMY Pa3pabOTUMKy MEPCOHAIBHYIO
UHOPMAIIHIO O MOJIb30BaTENe, U3MEHSIOT pa3IMyHbIe MMapaMeTpsl Opay3epa (CTapTOBBIC



U TIOMCKOBBIE CTPAaHMIBI, YPOBHM O€30MACHOCTM M T.1.), a TaKKe CO3Jal0T
HEKOHTPOJIMPYEMBI ToJib30BaTeneM Tpaduk. Bce 3TO MOXKET MPUBECTH Kak K
HapYILICHUIO TOJIUTUKU O€30MaCHOCTH, TaK U K MPSIMBIM (PMHAHCOBBIM MOTEPSIM.
Ilpozpammut-utnuonst (Spyware)

[IporpammHoOe obecriedyeHue, MO3BOJsIONIEe COOMpaTh CBEACHHUS 00 OTIENBHO B3ATOM
MOJIb30BaTeNe WM opraHu3anuu 6e3 ux Benoma. O HaIMYUU MPOTPAMM-IINUOHOB Ha
CBOEM KOMIIBIOTEPE Bbl MOXKETE M HE JaorajabiBaThes. Kak mpaBuiio, 1enblo Mporpamm-
HIMTHOHOB SBJISETCS:

e OTCIIEKMBaHUE JACHCTBUMN MOJIB30BaTENs HA KOMIIBIOTEPE;

o cOop mH(pOPMALIMK O COJEPKAHUU KECTKOTO JUCKA; B 3TOM CIydaeT 4Yallle BCEro
peub HAET O CKAaHUPOBAHWHM HEKOTOPBIX KaTaJlOTOB M CHUCTEMHOIO peecTpa ¢
LEJNbI0 COCTaBJICHUS CIHMCKA MPOTPAMMHOTO OOecTeueHus, YCTaHOBJICHHOIO Ha
KOMIIBIOTEPE;

e cOop uHpoOpMaIUU O KaUYeCTBE CBS3H, CIOCOOE MOAKIIOUYEHHUS, CKOPOCTH MOJeMa
U T.JI.

Ilomenuyuanwvno onacuvie npunoxcenus (Riskware)

[IporpammHOe obecrieueHne, KOTOpoe He UMEET KaKoW-TM00 BPeJOHOCHON (QyHKLINU, HO
MOET OBITh UCIIOJIb30BAHO 3JIOYMBINIJIEHHUKAMHA B KAadyeCTBE BCIIOMOTATEIIbHBIX
KOMIIOHEHTOB BPEJJOHOCHOW MPOTrpaMMBbI, MTOCKOJIbKY COAECPXKUT Opern u omuodku. [pu
HEKOTOPBIX YCIIOBUSAX HaJIM4YMe TaKUX IMPOTpaMM Ha KOMIIBIOTEpE IMOABEPraeT Ballld
naHHble pucky. K TakuMm mporpaMmam OTHOCATCS, HalpuMep, HEKOTOPHIC YTHIUTHI
yIaJE€HHOTO aIMUHUCTPUPOBAHUS, TMPOTPAMMbI aBTOMATHYECKOTO TEPEKIIOUCHUS
packinanku kiaBuarypel, IRC-kmmentsi, FTP-cepBepa, BCEBO3MOXXHBIE YTUIUTHI IS
OCTaHOBKH TMPOIECCOB WUJTU CKPBITHS UX PaOOTHI.

Eme omHuM BHUIIOM BPEIOHOCHBIX MPOTPAMM, SIBISIOMIMMCS MOTPAHUYHBIM JIJII TaKUX
nporpamm kak Adware, Spyware u Riskware, sBnsitoTcs mporpamMmbl, BCTpanBaIOLIUECS B
YCTaHOBJICHHBIN Ha KOMITbIOTEpE Opay3ep U MepeHanpaBIIsionme Tpapuk.
Ilpozpammur-uiymxku (Jokes)

[Tporpammuoe oOecriedeHre, HE TPUUUHSIONIEE KOMIBIOTEPY KaKOTO-JIHOO MPSMOTO
BpeJia, HO BBIBOASAIICE COOOIIEHUS O TOM, YTO TaKOW BpeJl YK€ MPUUIMHEH, 00 OyaeT
NPUYMHEH TPH KaKUX-THO0O yCIoBUAX. Takue MNporpaMmbl 4YacToO MPEAYNPEXKTAIOT
MOJIb30BATENSl O HECYUIECTBYIOIIEW OMAaCHOCTH, HAIpHUMEp, BBIBOJSAT COOOILIEHUS O
dbopMaTupoBaHUHM JaHMCKA (XOTS HUKAKOTO (OpPMATHUPOBAHUS Ha CcaMOM Jiele He
MPOUCXOJIUT), OOHAPYKUBAIOT BUPYCHI B HE3aPAKEHHBIX (haiinax u T.1.
Ilpozpammut-mackuposuwiuxu (Rootkit)

YTUIUTBI, UCTIOJIB3YEMBIE IS COKPBITUS BPEAOHOCHON akTUBHOCTU. OHU MACKUPYIOT
BPEJIOHOCHBIE TMPOTPaMMbI, 4YTOOBI H30€KaTh WX OOHAPYXKEHHUS AHTUBUPYCHBIMHU
nporpamMmMmamu. [IporpaMMbI-MacKUPOBIIMKA MOAU(PUIIUPYIOT OMEPANMOHHYIO CHUCTEMY
Ha KOMIIBIOTEPE U 3aMEHSTh OCHOBHbIE €€ (PYHKIIMH, YTOObI CKPBITh CBOE COOCTBEHHOE
MPUCYTCTBUE U JIEUCTBUS, KOTOPbIE MPEINPUHUMAET 3JIOYMBIIUICHHUK Ha 3apaK€HHOM
KOMIIBIOTEpE.

Ilpouue onacnwie npozpammol

[Iporpammsl, co3naHHble Uil opraHu3anuu DoS-aTak Ha yJajneHHbIE cepBepa, B3JIoMa
JIPYTHX KOMIBIOTEPOB, a TAKXKE SBJISIONIUECS YaCThIO CPEIbl pa3pabOTKU BPEIOHOCHOTO
nmporpaMMHOTo obOecriedueHus. K Takum mporpaMMaMm OTHOCSTCS XaKEPCKHE YTHIIUTHI
(Hack Tools), KOHCTpYKTOpBI BUPYCOB, CKAaHEPHI YA3BUMOCTEH, TPOrpaMMBbI JIJisi B3JIOMa
napoJield, Mpoure BUIbI IPOrpamMM ISl B3JIOMa CETEBBIX PECYPCOB WIIM IPOHUKHOBEHUS B
aTaKyeMYIO CUCTEMY.



Xakepckue aTaku

Xakepckue aTaku — 3TO JEUCTBUS 3JOYMBIIUJIEHHUKOB WJIM BPEIOHOCHBIX IPOrpamMM,
HalpaBJiCHHbIE Ha 3axBaT HWH()POPMALMOHHBIX JAHHBIX YJAJECHHOTO KOMIIBIOTEPA,
BBIBEJICHUE CHCTEMBI M3 CTPOS WM TOJYYECHHE IMOJHOTO KOHTPOJIS HaJ pecypcamu
KOMITbIOTEPA.

HexoToprbie BUAbI HHTEPHET-MOIICHHUYECTBA

Quwune (Phishing) — BU1 MHTEPHET-MOIICHHUYECTBA, 3aKIIOYAIOLIANCS B PaCCHUIKE
AIIEKTPOHHBIX COOOIIEHUH C MENbl0 Kpaku KOH(GUICHIMAIbHOW HHPOpPMAIUHU, Kak
paBWIo, GUHAHCOBOro Xapakrepa. OUIIMHI-COOOIIEHUST COCTABIISIFOTCS TAKUM 00pa3oM,
YTOOBI MAKCUMAJIbHO MOXOANUTh HA MHPOPMALMOHHBIE MUCbMA OT OAHKOBCKUX CTPYKTYD,
KOMIIaHUM M3BECTHBIX OpeHno0B. [IncbMa comepKaT CChUIKY Ha 3aBEIOMO JIOKHBIN CailT,
CIIEHHUATIBHO TOJATOTOBJIICHHBIM 3JIOYMBIIUICHHUKAMUA W SIBIIIOUIUICA KOMHEHW caiita
OpraHu3aluy, OT SKOObl HMMEHHM KOTOpOM mpuuuio nuchkMo. Ha naHHOM caiite
MOJIb30BATENI0 IPEAJIaraeTcs BBECTH, HAlpUMEp, HOMEpP CBOEH KPEIUTHOW KapThl U
JIPYTYI0 KOH(PHUICHIIUATBHYIO HHPOPMAIIUIO.

/lo36on Ha naamuvle uHmMEpPHEemM-pecypcbl — BHII UHTEPHET-MOILIEHHUYECTBA,
CBSA3aHHBIA C HECAHKIIMOHWPOBAHHBIM HCIOJIb30BAHHEM IUIATHBIX HWHTEPHET-PECYpPCOB
(ame Bcero 9TO BeO-caliThl TOpPHOTPadUYECKOTO COJEpKaHMs). Y CTaHOBJICHHbBIE
3MOYMBIIIJIEHHUKaMu Tiporpammbl  (dialers) WHUIIMMPYIOT MOJEMHOE COEIWHEHUE C
Balllero KOMIIbIOTEpa Ha IUIaTHBIA HOMep. Yalie Bcero Mcnosib3yeMble HOMEpa MUMEIOT
OUY€Hb BBICOKHE Tapu]bl, B pPE3yJIbTaTe MOJIb30BaTEIb BHIHYXK/IEH OIJIa4UBaTh OTPOMHBIE
TenepOHHBIE CUeTa.

Haegazuuean pexnama

HaBsg3umBas peknama — 93TO BCIUIBIBAIOIIME OKHA U peKJaMHble OaHHEpHI,
OTKpbIBatomuecs npu pabore ¢ BeO-caiitamu. Kak mnpaBuno, wuHpopManus,
collepKalascs B HUX, HE ObIBaeT MoJyie3HOW. JleMOHCTpalusi BCIUIBIBAIOIINX OKOH U
OaHHEpOB OTBJIEKAET MOJIb30BATENsl OT OCHOBHBIX 3aJ1a4, YBEJIMUMBAaET 00beM Tpaduka.
Cnam (Spam)

CraM — 5TO aHOHHMMHAasi MaccOBasl PAaCcChUIKA HEXENaTeIbHBIX MOYTOBBIX COOOIIECHUH.
Tak, crmaMoM SIBISIFOTCS PAcChUIKM PEKJIAMHOIO, IMOJIMTHYECKOIO0 M aruTallMOHHOTO
XapakTepa, MHUCbMa, NPU3BIBAIOIIME MOMOYb KOMY-HUOYIb. OTIENbHYIO KaTEropuIio
criama COCTABJISIFOT MUChMA C MPEATIOKECHUSIMU OOHATTMYUTH OOJBIIYI0 CYMMY JICHET WU
BOBJICKAIONIME B (PMHAHCOBBIE MUPAMUJBI, & TAKXKE MUChMa, HANIPABJICHHBIE HA KPaxy
naposjeil ¥ HOMEpOB KpEOUTHBIX KapT, MHCbMa C NPOChOON mepeciarb 3HAKOMBIM
(Hanpumep, nmucbMa cyacThsi) M T. M. CHaM CYIIECTBEHHO YBEJIMYMBAET HArpy3Ky Ha
MIOYTOBBIE CEPBEPA U MOBBIIMIACT PUCK OTEPH MHPOPMAITUH, BAXKHOU JISI TIOTH30BATEIS.

IIpu3Haku 3apakeHust
Ectb psin npu3HAKOB, CBUAETENBCTBYIOIMIMX O 3apakKeHUM KoMIibioTepa. Eciau B
3aMEYaeTe, YTO C KOMIIBIOTEPOM MPOUCXOJAT "cTpaHHbIE" BEIIH, 8 UMEHHO:
e Ha DJKpaH BBIBOJAATCS HENPEAYCMOTPEHHbIE COOOIIECHUS, H300pakeHus Iudo
BOCIIPOU3BOJATCS HENPEYCMOTPEHHBIE 3BYKOBBIE CUTHAJIBI;
e HEOXHUJAHHO OTKpBIBaeTCs U 3akpriBaeTcs 10Tok CD/DVD-ROM-ycTpoiicTBa;
e MPOM3BOJILHO, 0€3 BAaIllEr0 y4yacTHsl, Ha BallleM KOMIBIOTEpE 3alyCKalOTCs KaKue-
100 IPOrpaMMBbl;



e HA JKpaH BBIBOIATCS TMPEAYNPEKACHUS O TMOMBITKE KAaKOH-IMOO W3 IMporpamm
Balllero KOMIbIOTEpa BbINTH B IHTEpHET, XOTS Bbl HUKaK HE MHUIIUUPOBAIIU TaKOE
ee MOBEJICHUE,

TO, C OOJBUIONW CTENEHBIO BEPOSTHOCTH, MOKHO MPEAINOIOKUTh, YTO Ball KOMIIBIOTED
MOpaXK€H BUPYCOM.

Kpome TOro, ectp HEKOTOpbIE XapaKTEpHbIE MPHU3HAKU IOPAKEHUS BHUPYCOM uepe3
HOoYTYy:

e JIpy3bsl WJIM 3HAKOMBIE TOBOPAT BaM O COOOIIEHUSX OT Bac, KOTOpbIE BBl HE
OTIIPABJISUIH,

e B BallleM IOYTOBOM SIIMKE HAXOAUTCS OOJBIIOE KOJIMYECTBO COOOIIEHHI Oe3
o0paTHOro ajgpeca 1 3arojioBKa.

CrnenyeT OTMETHTb, YTO HE BCErJa TaKU€ TIPU3HAKU BBI3BIBAIOTCA IPUCYTCTBHEM
BUpYycOB. MIHOTIa OHU MOT'YT OBITH CIIECTBUEM JAPYrux npuduH. Hampumep, B ciiydae ¢
MOYTOM 3apa’KEHHbIE COOOIIEHUSI MOTYT PAacChUIAThCS C BAalllUM OOpPAaTHBIM aJApecoM, HO
HE C BallleT0 KOMITbIOTEPA.

EcTh Taxoke KOCBEeHHbBIE TPU3HAKU 3apaKCHUS Balllero KOMIIbIOTEpa:

e YacTbI€ 3aBHCAHMS U cOOU B pabOTe KOMIIBIOTEPA;

e MeJUIeHHAs paboTa KOMIIbIOTEpA IPU 3aIlyCKe MPorpamm;

e HEBO3MOXHOCTb 3arpy3Kd OMEPallMOHHON CUCTEMBI;

e HcYe3HOBeHHUE (alIOB U KAaTaJIOTOB WIIM UCKAXKEHHUE UX COJEPKUMOTO;

e yacToe OOpallleHue K KECTKOMY JAMCKY (Y4aCTO MUTAET JIAMIIOYKa Ha CUCTEMHOM
o1oke);

o BeO-Opaysep (Hampumep, Microsoft Internet Explorer) "3aBucaet" mwnm Benet ceds
HEOKUJAHHBIM 00pa3oM (HampuMep, OKHO MPOrpaMMbl HEBO3MOKHO 3aKPBITh).

B 90% cnydaeB Hanmu4ne KOCBEHHBIX CUMITOMOB BBI3BAHO COOEM B ammapaTHOM HWIIU
pPOrpaMMHOM 00eCTIeYeHHH.

JleiicTBUS NPH HAJIMYUM NPU3HAKOB 3aPaKeHM:
Ecnu BBI 3aMeTnim, 4ToO Baill KOMIBIOTEp "BeneT cedst Mog03pUTeabHO",

1. Orkmrounte KommbioTep OT VHTEpHETAa W JIOKATbHOW CETH, €CITM OH K HeW OBl
MOJIKJIFOYEH.

2. Ecnam cumnToMm 3apakeHHs] COCTOMT B TOM, YTO BBl HE MOXETE 3arpy3HThbCs C
KECTKOTO JUCKa KOMIIbIOTEpa (KOMIBIOTEP BBIJAeT OMIMOKY, KOTJa BBl €ro
BKJIIOYAeTe), MONpOOYITE 3arpy3uThCcsl B PEKUME 3aIUTHI OT COOEB MM C JHCKa
aBapuitHoii 3arpy3ku Microsoft Windows, KOTOpbIi BbI CO3/1aBalid IPU YCTAaHOBKE
OINEPALlMOHHON CUCTEMBI Ha KOMIIBIOTED.

3. Ilpexnae yem mnpeAnpuUHUMATh Kakue-THMOO JEHCTBUS, COXpPaHHUTE pPE3yJIbTAThI
Bailield paboThl Ha BHEIIHUM HOcUTeNb (auckety, CD-nuck, daem-kapty u mp.).
YcTaHOBHUTE aHTUBUPYCHYIO IIPOrpamMMy, €CJIH Bbl 3TOTO €IIE He ClIeTallH.
OOHOBUTE CUTHATYpPY yrpo3 MporpaMMel. ECiiy 3T0 BO3MOXKHO, JUTSl MX TOTYyYSHHUS
BBIXOJAUTE B HWHTEPHET HE CO CBOEr0 KOMIIBIOTEPA, & C HE3APAKEHHOIO
KOMIIbIOTEpa Jpy3ed, uHTepHeT-Kade, ¢ paboTel. Jlyumie BOCMOIB30BATHCA
OPYTMM  KOMIBIOTEPOM, IIOCKOJBKY NIPU TMOJKIOYEHUH K MHTEPHETY C
3apaKEHHOI'O0 KOMIIBIOTEPA €CTh BEPOSTHOCTb OTIIPaBKM BUPYCOM BayKHOM
UH(GOPMALIUK 3TTOYMBIIUIEHHUKAM WM PaclpoCTpaHEHMs] BHpyca IO ajapecam
Balllel agpecHOM KHUTU. IMEHHO 1T03TOMY ITpH IMOJO3PEHUM HA 3apaKCHUE JIydlle
BCEI0 Cpa3y OTKIIOYUTHCS OT HHTEPHETA.

6. 3amycTuTe MOJIHYIO IPOBEPKY KOMIBIOTEPA

o s



Ipopunakruka 3apakeHus

Hukakue camble HaJe)XHbIE U Pa3yMHbIE MEPbl HE CMOTYT OOECIEYUTh CTONPOLEHTHYIO
3aIUTy OT KOMITBIOTEPHBIX BUPYCOB U TPOSHCKUX MPOTPaMM, HO, BBIpAOOTaB sl ceOs
pSA TPaBWI, BBl CYIIECTBEHHO CHHU3WUTE BEPOSTHOCTh BUPYCHOW aTakh M CTENEHBb
BO3MOXKHOTO yIepoa.

OmHuM U3 OCHOBHBIX METOAOB OOpHOBI C BHpycCaMHu SBISIETCS CBOEBpPEMEHHas
npoghunaxmuxa. KomnpiorepHas nmpopuiIakTUKa COCTOMT M3 HEOOJBIIOTO KOJIMYECTBA
MpaBWJI, COOJIIO/IEHNE KOTOPBIX 3HAYUTEIILHO CHUKAECT BEPOSTHOCTH 3apaKeHHsI BUPYCOM
U TIOTE€PH KaKUX-JIUOO JTaHHBIX.

WucTpykums ans mwkoiabHoro anMuauctpartopa JIBC, no3sossitomas u3derate BUPYCHBIX
aTak.

1. 3awumums Kkomnviomep ¢ nNOMOWBIO AHMUBUPYCHLIX NPOSPAMM U HNPOSPAMM
bezonacnou pabomul 6 unmepneme. J|jig 3TOro:

« be3otrnararenbHO yCcTaHOBUTH aHTUBUPYCHYIO IIPOrpamMmy.

o PerynsapHo 0OHOBIATH CUTHATYPHI YTPO3, BXOJSIINE B COCTAB IPOrPAMMBI.

2. ObIMb OCMOPOINCHBIM NPU 3ANUCU HOBBIX OAHHBIX HA KOMNbIOMED

o [lpoBepsaTh Ha MPUCYTCTBUE BUPYCOB BCE CheMHbIE AUCKHU (muckeTsl, CD-nucku,
¢uen-kapThl U 1p.) Nepel X UCTIOIb30BAHUEM.

o OcTOpoxkHO OOpamaTsCcsi ¢ MOYTOBBIMH cooOuieHusMu. He 3amyckaTh HHKakux
¢aiinoB, NpUIIEANINX [0 MOYTE, €CIU Bbl HE YBEPEHbI, YTO OHU JEWCTBUTEIHHO
JIOJDKHBI OBLTH MPUITH K BaM, J1ayKe €CIIM OHU OTIPAaBJICHBI BAIIUMU 3HAKOMBIMU.

o BHuMmaTenbHO OTHOCUTBCS K MH(pOpMalMM, NodydaeMod u3 uHTepHeTa. Ecnu c
KaKoro-muoo BeO-caliTa BaM IpeIaraeTcs YCTaHOBHTb HOBYIO MPOrpaMMy,
oOpaTuTe BHUMaHHE Ha HAJM4KE y Hee cepTU(UKaTa OE30MaCHOCTH.

o Ilpu xomupoBaHWM W3 UHTEPHETa WM JIOKAJIBHOW CETHU HCIOJIHSAEMBIA (Qaiin,
00s13aTeIbHO MPOBEPATH €TI0 C MOMOIIbIO AHTUBUPYCHOW MTPOrPAMMBI.

o BnumarenbHo OTHOCHTBCS K BBIOOPY IMOCEIIAEMbIX HHTEPHET-PECYPCOB.
Hekoropble u3 caiiTOB 3apa’k€Hbl OMACHBIMU CKPUIIT-BUPYCAMHU WM HMHTEPHET-
YEPBAMH.

3. noawvzoeamvucs cepsucom Windows Update n peryiasipHO yCTaHaBIMBATh OOHOBJICHUS
onepannoHHou cucteMbl Microsoft Windows.

4. noxkynamo OucmpubymuseHvle KONUU HPOSPAMMHO20 obecneyeHusi y OQUYUAIbHbIX
npooasyos.

5. ocpanuuums Kpye n00eli, OONyweHHvIX K pabome HA KOMHblomepe CUCMEMHO20
AOMUHUCTIPAMOPA.

6. ymenvuums puck HenpuAMHvIX NOCIE0CMEUL BO0ZMONCHO2O0 3APANCEHUS.

o CBOEBPEMEHHO JieNIaTh PE3EPBHOE KOMUPOBAHHUE JTaHHBIX.

o Co3naBaTh AMCK aBAPUHHOTO BOCCTAHOBJIEHHUS, C KOTOPOrO MPU HEOOXOAUMOCTHU
MOJKHO OYZET 3arpy3uThCsl, UCTIONB3YS "UMCTYI0" ONEPAIMOHHYIO CUCTEMY.

1. pez2ynsipno npocmampuéamsv CNUCOK YCMAHOGNIEHHbIX NPOPAMM HA KOMNbIOMEPAX.
Jl71st 3TOTO BBI MOKETE BOCIIOJIB30BAThCSl IYHKTOM Y CTAHOBKAa/y/AalileHHe MPOrpamMM B
ITaHe 1M MHCTPYMEHTOB WM IPOCTO MPOCMOTPETHh COAEpKMMoOe KaTtaiora Program
Files, karanora aBro3arpy3Ku.



